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Notes to Readers:

The follow ing document  is a draf t  document  under  review by the Technical Panel of  the
Nebraska Informat ion Technology Commission (NITC) .  This document  is posted at
ht tp: / /nitc.ne.gov/standards/comment / .

1.

I f  you have comments on this document ,  you can submit  them by email to
r ick.becker@nebraska.gov,  or  call 402-471-7984 for  more informat ion on submit t ing
comments.

2.

The comment  per iod for  this document  ends on October  9,  2009.3.
The Technical Panel w ill consider  this document  and any comments received at  a public
meet ing follow ing the comment  per iod,  cur rent ly scheduled for  October  13,  2009.
Informat ion about  this meet ing w ill be posted on the NITC website at  ht tp: / /nit c.ne.gov/ .

4.

For  reference purposes,  the cur rent  version of  this document ,  adopted by the NITC on
March 9,  2004,  is posted here:  ht tp: / /nitc.ne.gov/standards/network/aup_20040309.pdf

5.

 

 

State of  Nebraska
Nebraska Informat ion Technology Commission

Standards and Guidelines

NITC 7-101 (Draf t  Revised)

Tit le Acceptable Use Policy

Category Network Architecture

Applicabil it y This policy applies to all users of  the State
Communicat ions System

1.  Purpose and Intent

This policy applies to all users of  the State Communicat ions System.  I t  is  intended to provide
minimum standards for  acceptable use of  the system.  This policy does not  apply to users
connected to a w ireless access point  made available for  general use by the public.

Any state agency,  board,  commission or  af f i l iate organizat ion may adopt  polic ies or  standards
more st r ingent  than those contained herein.

All use of  the system is subject  to applicable State and Federal laws,  such as the public
records statutes of  the State of  Nebraska.  Users should not  have any expectat ions of  pr ivacy
regarding personal business conducted on the system unless protected by State or  Federal law .
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2.  Acceptable Uses

The follow ing are acceptable uses of  the State Communicat ions System.

2.1  For  the conduct  of  state business.

2.2  For  state government  sponsored act ivit ies.

2.3  For  use by state employees and of f ic ials for  emails,  text  messaging,  local calls,
and long-distance calls to children at  home,  teachers,  doctors,  daycare centers,
baby-sit ters,  family members,  or  others to inform them of  unexpected schedule
changes,  and for  other  essent ial personal business.  Any such use for  essent ial
personal business shall be kept  to a minimum and shall not  inter fere w ith the
conduct  of  state business.  A state employee or  of f ic ial shall be responsible for
payment  or  reimbursement  of  charges,  if  any,  that  direct ly result  f rom any such
communicat ion.  [Neb.  Rev.  Stat .  § 81-1120.27(1) ]

2.4  And,  for  such other  uses as allowed by law .

3.  Remedial Act ion

Any agency,  board,  commission or  af f i l iate organizat ion w ithin which a violat ion of  this policy
occurs shall take immediate remedial act ion.  Remedial act ion may include disciplinary
proceedings against  the individual or  individuals responsible for  the violat ion of  this policy,
including terminat ion of  employment .

I f ,  in the judgment  of  the Chief  Informat ion Of f icer  (CIO) ,  it  is  believed that  cr iminal act ivit y has
taken place w ithin the system inf rast ructure,  the CIO w ill not ify the proper  author it ies and w ill
assist  in any invest igat ion and prosecut ion of  any of fense.

The Of f ice of  the CIO accepts no responsibil it y for  t raf f ic which violates the acceptable use
policy of  any other  networks connected,  either  direct ly or  indirect ly,  to the state's system.  I f
the owner  of  any network connected to the state's system not if ies the Of f ice of  the CIO of  a
violat ion of  their  acceptable use policy,  the CIO shall inform the agency,  board,  commission or
af f i l iate organizat ion w ithin which such violat ion occur red.  I t  shall be the responsibil it y of  the
agency,  board,  commission or  af f i l iate organizat ion to take appropr iate remedial act ion and
not if y the owner  of  the connected network.

4.  Responsibility

4.1 Of f ice of  the CIO (OCIO)

The OCIO is responsible for  administ rat ion of  the State Communicat ions System
pursuant  to Neb.  Rev.  Stat .  §§ 81-1120.01 -  81-1120.28.

4.2 Agencies and Aff iliate Organizat ions

Each agency,  board,  commission or  af f i l iate organizat ion using the State
Communicat ions System is responsible for  the act ivit y of  it s users and for  ensur ing
that  it s users are familiar  w ith this policy.

4.3 Users

This policy applies to all users of  the State Communicat ions System.  Should a
violat ion of  this policy occur ,  the individual who commit ted the violat ion shall be
personally l iable for  his/her  act ions.  Lack of  know ledge of ,  or  familiar it y w ith,  this
policy shall not  release an individual f rom such liabil it y.

5.  Def init ions

5.1 State Communicat ions System
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State Communicat ions System means any voice,  video,  data or  w ireless
communicat ions facil it y cont racted for ,  or  provided by,  the State of  Nebraska,
including state-provided equipment  and network connect ions to state computers.

The purpose of  the State Communicat ions System is to provide a vehicle that  allows
voice,  video,  data or  w ireless communicat ions to occur  between agencies and
across interstate and int rastate boundar ies.  Use of  the system is subject  to the
polic ies and standards contained in this document .

 

-- - - - - - - - -
V E RS ION D A TE : D RA F T -  S ep tember 2 ,  2009
HIS TORY: Or i g i na l ve rs i on pub l i shed  by the  D i vi s i on o f  C ommuni ca t i ons , da ted  S ep tember 1997 . Revi sed  ve rs i on
adop ted  by the  NITC  on March 9 , 2004 .
P D F  F ORMA T: ( to  be  added )
-- - - - - - - - -
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