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Applicabil it y Applies to all state government  agencies,  boards,
and commissions,  excluding higher  educat ion

1.  Purpose

Computer  systems are subject  to a w ide range of  mishaps;  f rom cor rupted data f i les,  to viruses,
to natural disasters.  These mishaps can occur  at  anyt ime of  the day or  night .  Many mishaps are
f ixed through day- to-day operat ing procedures,  while more severe mishaps are addressed in other
plans,  e.g.  Cont inuit y of  Operat ions (COOP) plans.  In some cases,  incident  handling act ions w ill
not  be per formed by a single person or  on a single system.  Responses to an incident  can range
f rom recover ing compromised systems to the collect ion of  evidence for  the purpose of  cr iminal
prosecut ion.  Therefore,  preparat ion and planning for  incidents,  and ensur ing the r ight  resources
are available,  are cr it ical to an agencies abilit y to adequately detect ,  respond and recover .

A formally documented and coordinated incident  response capabilit y is necessary in order  to
rapidly detect  incidents,  minimize loss and dest ruct ion,  mit igate exploited weaknesses,  and
restore comput ing services.  I t  prepares agencies to:  ef f ic ient ly respond,  protect  systems and
data,  and prevent  disrupt ion of  services across mult ip le plat forms and between agencies across
the State network.  Incorporated w ithin these standards are accepted best  pract ices w ithin the law
enforcement  and Informat ion Technology ( IT)  secur it y communit ies.  These standards w ill facil it ate
cooperat ion and informat ion exchange among those responsible for  responding to and repor t ing on
incidents on any State of  Nebraska informat ion system.

2.  Standard

I t  is  the responsibil it y of  all State of  Nebraska agencies that  suppor t  informat ion systems to
develop,  disseminate,  and per iodically review/update a formal,  documented,  incident  response
capabilit y that  includes preparat ion,  analysis,  containment ,  eradicat ion,  and recovery.  In addit ion,
lessons learned f rom pr ior  and ongoing incident  act ivit ies should be incorporated into the incident
response capabilit y.  Agency plans should cover  all potent ial types of  incidents,  including but  not
limited to:

Informat ion system failures and loss of  service;
Denial of  service;
Breaches of  conf ident ialit y

In addit ion to plans that  recover  systems or  services as quickly as possible,  the plan should also
cover :

Analysis and ident if icat ion of  the cause;
Planning and implementat ion of  remedies to prevent  recur rence,  if  necessary;
Collect ion of  audit  t rails and similar  evidence;
Communicat ion w ith those either  af fected by or  potent ially af fected by the incident ;  and
Repor t ing the incident

2.1 Incident  Response Team
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Agencies should ident if y know ledgeable staf f  that  can rapidly respond to,  manage,  and
suppor t  any suspected incident  to minimize damage to State informat ion system(s) ,
network(s)  and data by ident ify ing and cont roll ing the incident ,  proper ly preserving
evidence,  and repor t ing to appropr iate ent it ies.  An agency contact  l is t  should be
developed and maintained for  incident  response personnel,  which includes the names,
telephone numbers,  pager  numbers,  mobile telephone numbers,  e-mail addresses,
organizat ion names,  t it les,  and roles and responsibil it ies for  all key incident  response
resources,  including but  not  l imited to agency personnel and management ,  other  key
state agencies,  vendors,  and contacts.

2.2 Init iate an Incident  Log

Documentat ion of  informat ion is cr it ical in s ituat ions that  may eventually involve
author it ies,  as well as provides a histor ical event  of  the act ions taken to resolve the
event .  Manually wr it ten incident  logs are preferable s ince elect ronic logs can be
altered or  deleted.  The minimum informat ion that  should be recorded is:

When (date and t ime)  and how the incident  was repor ted,  discovered or  occur red;
Who repor ted or  discovered the incident ;
Descr ipt ion of  the incident ;
Incident - related tasks and who per formed each,  and the amount  of  t ime spent  on
each task;
Individuals contacted regarding the incident ;  and
Informat ion system(s) ,  program(s)  or  network(s)  af fected.

2.3 Classif icat ion of  Cyber  Security Incidents

The agency Informat ion Secur it y Of f icer  ( ISO)  should review the incident  informat ion to
determine if  an actual incident  has occur red.  Incidents are classif ied into four  t iers
based on the sever it y of  the incident :  Tier  1,  Tier  2,  Tier  3,  or  Tier  4.

T ie r D e fin it io n E xamp les R ep o rt to  S IS O
(S ee  §  4 .3 .)

Activa te
Ag en cy

IR P

1 Loca li zed , mi no r
i nc i dents .
Non-c r i t i ca l
sys tems.

-  Loca l i zed  vi rus  a t tacks
- S us ta i ned  a t tempts  a t  i ntrus i on, scanni ng  o r
p i ng i ng  o f s ta te  devi ces
- Mi ss i ng  IT devi ces  o r  equi pment wi th s to rage
capab i l i t i e s

Repo rt  agg rega te
results  to  the
S IS O on a  monthly
bas i s

No

2 Inc i dents
a ffec t i ng  c r i t i ca l
sys tems o r
i nfo rmat i on; o r
a f fec t i ng  more
than one  agency.

-  C oo rd i na ted , d i s tr i buted  a ttacks
- A ny a t tack  whi ch causes  D eni a l o f  S ervi ce
- F i nanc i a l  f raud
- Unautho r i zed  ac t i vi ty i nvo lvi ng  a  se rve r,  hos t,
o r  C onf i dent i a l sys tem (HR, Lega l,  F i nanc i a l ,
e tc .)
-  The ft  o f  p rop r i e ta ry i nfo rma t i on
- Inte rne t abuses  vi o la t i ng  F ede ra l/  S ta te  law
- The ft  o f  IT devi ces  wi th s to rage  capab i l i t i e s

Repo rt  ve rba l ly to
the  S IS O
i mmed i a te ly fo r
de te rmi na t i on o f
esca la t i on, and /o r
ass i s tance .

Yes

3 Inc i dents
i mpac t i ng
mult i p le  agenc i es

-  S e rvi ce  p rovi de r  outage
- C ore  ne twork  outage
- Ma i nframe  outage

Repo rt  ve rba l ly to
the  S IS O
i mmed i a te ly.

Yes

4 Governo r
dec la red
emergency

- A c t i va t i on o f  C OOP  P lan No A s d i rec ted

2.4 Cyber Security Incidents

Each agency shall securely maintain any informat ion collected,  generated,  or  assessed
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in the course of  determining whether  an incident  is a potent ial cyber  secur it y incident
warrant ing prosecut ion.  Data collect ion shall focus on ident if y ing who,  what ,  when,
where,  and the how of  an incident .  Collected informat ion shall be proper ly documented
and safeguarded.  Evidence such as system and network log f i les,  user  f i les,  system
administ rator  logs and notes,  backup-up tapes,  and int rusion detect ion system logs,
alarms or  aler ts shall be securely maintained and the chain of  custody preserved by:

Ensur ing the evidence has not  been altered;
Ensur ing the evidence is accounted for  at  all t imes;
Ver if y ing the passage of  evidence f rom one par ty to another  is fully documented;
and
Ver if y ing the passage of  evidence f rom one locat ion to another  is fully
documented.

I f  an incident  is determined not  to be a cyber  secur it y incident ,  agencies are st i l l
required to maintain any evidence and its chain of  custody because future incidents
may require the previously captured evidence.

2.4.1 Security Incident  Evidence File

An evidence f i le shall be created to record and maintain an inventory of  all
act ions taken,  act ion t imestamps and cor respondence associated w ith a
secur it y incident .

2.4.2 Not if icat ion of  Personal Informat ion Security Breach

Agencies shall determine if  the incident  resulted in a breach to a system
containing personal informat ion and then not if y af fected individual as
required by the Financial Data Protect ion and Consumer  Not if icat ion of  Data
Secur it y Breach Act  of  2006 (Neb.  Rev.  Stat .  § 87-801,  et .  seq. )  or  other
State or  Federal regulatory guidelines.

2.4.3 Security Incident  Conf ident iality

Communicat ion shall be on a need- to-know basis and shall be considered
conf ident ial dur ing a secur it y incident  invest igat ion.  Incident  responders are
not  to share any details w ith anyone other  than the Incident  Response team,
agency management  or  the State Informat ion Secur it y Of f icer  (SISO)  (See
Sect ion 2.12) .

2.5 Report ing to the State Informat ion Secur ity Off icer

Agencies shall repor t  incident  informat ion to the SISO.  The SISO w ill contact
appropr iate author it ies in accordance w ith State or  Federal incident  repor t ing
procedures,  applicable laws,  direct ives,  polic ies,  regulat ions,  standards,  and
procedures;  and to US-Cer t  and law enforcement ,  if  necessary.  Repor t ing to the SISO
does not  relieve agencies f rom other  repor t ing requirements.

The SISO has the responsibil it y to inform other  agencies about  incidents impact ing
mult iple agencies that  may become a potent ial threat .

2.6 Escalat ion Process

Agencies should per iodically review the incident  condit ions and determine if  escalat ion
to a higher  t ier  is appropr iate.  An incident  may be escalated in any of  the follow ing
ways:

Determinat ion by the Chief  Informat ion Of f icer  or  State Informat ion Secur it y
Of f icer ;
Addit ional related events ( i.e.  emergence of  a dist r ibuted,  coordinated at tack,
etc. )
Requested by agency management .
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2.6.1 Escalat ion Thresholds

Agencies should consider  escalat ing an incident  when cer tain condit ions are
met .  The follow ing thresholds of  incident  act ions are examples of  when to
consider  incident  escalat ion:

Mult iple machines per  LAN segment  showing Int rusion Prevent ion
System signature;
Mult iple machines show ing mult ip le Int rusion Prevent ion System
signatures;
One or  more cr it ical inf rast ructure/applicat ion showing Int rusion
Prevent ion system signatures;
Signif icant  impact  on bandwidth;  
When a concer ted ef for t  is shown to be at tacking the network,  either
internally or  externally;
Any known or  repor ted compromise of  Personal Ident if iable
Informat ion (PI I ) ;
Any website defacement .
Abnormal increases in any of  the above

2.7 Response to Incidents

Pr ior it y in incident  response is given to prevent ing fur ther  damage to State informat ion
systems.  Therefore,  the Of f ice of  the CIO reserves the r ight  to quarant ine any
potent ially threatening agency or  system.

2.7.1 Incident  Containment

Agencies shall ident if y containment  st rategies to cont rol an incident ’s
impact  to compromised systems,  l imit  the extent  of  the incident ,  prevent
fur ther  damage and regain normal operat ions of  af fected systems.  Agency
containment  measures should take into considerat ion available resources,
the classif icat ion of  an incident ,  agency Cont inuit y of  Operat ions Plans
(COOP) and procedures regarding response methods.  Containment
measures shall also be evaluated against  the potent ial loss or  cor rupt ion of
secur it y incident  evidence.  Containment  methods shall include as a
minimum:

Ensur ing redundant  systems and data have not  been compromised;
Monitor ing system and network act ivit y;
Disabling access to compromised shared f i le systems;
Disabling specif ic system services;
Changing passwords or  disabling accounts;
Temporar ily shut t ing down the compromised or  at  r isk system;  and
Disconnect ing compromised or  at  r isk systems f rom the network.

2.7.2 Incident  Eradicat ion

Agencies shall develop and employ mit igat ion st rategies pr ior  to returning
compromised systems to service to protect  against  l ike or  s imilar  types of
incidents in the future.  M it igat ion st rategies may include,  but  are not  l imited
to:

Changing passwords on compromised systems;
Disabling compromised accounts;
Ident if y ing and removing an int ruder ’s access method;
Install ing system patches for  known weaknesses or  vulnerabilit ies;
Adjust ing or  deploying f irewall or  int rusion detect ion system
technologies to detect  access and int rusion methods;  and
Code changes to internal applicat ions.
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2.8 Recovery

Agencies shall evaluate and determine when to return compromised systems to normal
operat ions.  Access to compromised systems shall be limited to author ized personnel
unt il the secur it y incident  has been contained and root  cause mit igated.  Analysis and
mit igat ion procedures shall be completed as soon as possible,  recognizing agency
systems are vulnerable to other  occur rences of  the same type.  Recovery procedures
shall address:

Recovery Requirements.  The agency shall def ine and pr ior it ize the requirements
to be met  before returning an af fected or  compromised system to normal
operat ions.  Recovery st rategies may include,  but  are not  l imited to:

Reinstall ing compromised systems f rom t rusted backup-ups;  and
Reinstall ing system user  f i les,  star tup rout ines,  or  set t ings f rom t rusted
versions or  sources.

Validate Restored Systems.  Agencies shall validate the restored systems through
system or  applicat ion regression tests,  user  ver if icat ion,  penet rat ion tests,  and
vulnerabilit y test ing and test  result  compar isons.
Increased Secur it y Monitor ing.  The agency shall heighten awareness and
monitor ing for  a recur rence of  the incident .

2.9 Follow-up Analysis

Af ter  an incident  has been fully handled and all systems are restored to a normal mode
of  operat ion,  a follow-up analysis should be per formed w ithin three to f ive days of
recover ing f rom the incident  to discuss act ions that  were taken and lessons learned.
Extended delays may reduce the ef fect iveness of  relat ing cr it ical informat ion.
Follow-up analysis include a review of  the chronological events,  ident ify ing all
containment  and eradicat ion act ions taken,  ident if icat ion of  mit igat ion st rategies,
examining the lessons learned,  and assessing the incident  costs.  Quest ions to be
addressed may include,  but  are not  l imited to:

Did detect ion and response systems work as intended? I f  not ,  what  methods
would have prevented the incident?
Are there addit ional procedures that  would have improved the abil it y to detect  the
incident?
What  improvements to exist ing procedures and tools would have aided in the
response process?
What  improvements would have enhanced the abilit y to contain the incident?
What  cor rect ion procedures would have improved the ef fect iveness of  the
recovery process?
What  updates to agency polic ies and procedures would have allowed the
response and recovery processes to operate more smoothly?
How could user  and system administ rator  preparedness be improved?
How could communicat ion throughout  the detect ion and response processes be
improved?
Was the incident  previously ident if ied as a potent ial threat?
What  was the impact  in terms of  f inancial loss,  loss of  public or  customer  t rust ,
legal l iabil it y,  or  harm to public health and welfare?

Results of  these quest ions should be documented and incorporated into exist ing
procedures,  if  necessary.

2.10 Incident  Response T raining

2.10.1 All Users

Agencies should provide educat ion and awareness programs for  users in
incident  response procedures and repor t ing methods.  The programs shall
address:
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What  types of  events are incidents;
Agency not if icat ion procedures;  and
Exist ing and emerging threats.

2.10.2 Agency IT  Staf f

Agency staf f  responding to incidents are encouraged to obtain the follow ing
t raining,  according to their  roles and responsibil it ies:

State and Federal secur it y and pr ivacy laws and procedures
Technical t raining on all plat forms,  operat ing systems and applicat ions
they may be responding to.

2.11 Incident  Response Test ing

Test ing should be conducted at  least  annually,  either  in response to an ident if ied
incident  or  as par t  of  a formal readiness test ,  using def ined tests,  s imulated events,
and exercises to determine the ef fect iveness of  the incident  response capabilit y.

2.12 Release of  Informat ion

Cont rol of  informat ion dur ing the course of  an incident  or  invest igat ion of  a possible
incident  is very impor tant .  Only the af fected agency can author ize the release of  all
incident  informat ion.  Specif ic informat ion concerning the incident ,  such as accounts
involved,  programs or  system names,  are not  to be provided to any callers regardless
of  who they claim to be.

3.  Applicability

3.1 State Government  Agencies

This standard applies to all state government  agencies,  boards,  and commissions,
excluding higher  educat ion.

3.2 Waiver

No waivers are allowed for  this standard.

4.  Responsibility

4.1 NITC

The NITC shall be responsible for  adopt ing minimum technical standards,  guidelines,
and architectures upon recommendat ion by the technical panel.  (Neb.  Rev.  Stat .  §
86-516(6) )

4.2 State of  Nebraska Informat ion Security Off icer

The SISO serves as a secur it y advisor  to all State of  Nebraska agencies and shall act
as the incident  response coordinator  for  the state.  In that  capacity,  the SISO shall
per form the follow ing funct ions:

Create a statew ide incident  response repor t ing procedure and inst ruct  agencies
as to the requirements of  the procedure.
Maintain a cent ral l is t  of  agency Informat ion Secur it y Of f icers or  incident
response point  of  contact  informat ion.
Receive incident  repor ts,  and evaluate,  ver if y,  validate and as needed
disseminate aler ts to State of  Nebraska agencies.  Aler t  not if icat ion w ill not
include the name of  impacted agencies or  agency specif ics,  unless permit ted.
Coordinate w ith af fected agencies in determining the need to disseminate aler ts
to federal ent it ies,  law  enforcement ,  and any other  appropr iate par t ies.
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4.3 State Agencies

When a Tier  2,  Tier  3,  or  Tier  4 incident  occurs,  agencies must  provide a verbal repor t
to the SISO based upon the guidelines listed in Sect ion 2.3.  A wr it ten preliminary
repor t  must  be completed w ithin two (2)  working days using the Incident  Repor t ing
Form (see At tachment  A) .  This repor t  is to be completed by the individual handling the
incident ;  however  all people involved are responsible for  providing informat ion
regarding their  act ions.  Within ten (10)  working days of  the resolut ion of  an incident ,  a
wr it ten f inal repor t  must  be submit ted.  In cases where incident  resolut ion is expected
to take more than thir t y (30)  days,  a weekly status repor t  must  be submit ted to the
SISO.

Should an incident  be ser ious enough to warrant  prosecut ion,  law enforcement  w ill
need to demonst rate a chain of  custody and provide records of  act ions taken;
therefore a log must  be kept ,  including recovery steps and other  regular  or  rout ine
work per formed on the af fected system(s) .  This log should be separate f rom normal
system logs,  s ince it  may be used as evidence.

Agencies are responsible for  submit t ing a monthly repor t  (see At tachment  B)  that
document  the aggregate number  of  var ious types of  incidents.

Agencies are responsible for  t raining personnel in incident  response capabilit ies
according to their  roles and responsibil it ies.

Agencies that  suppor t  informat ion systems shall provide a suppor t  resource,  i.e.  a Help
Desk,  which serves as the pr imary contact  to repor t  incidents.

4.3.1 Agency Incident  Response Contacts

Agencies are responsible for  providing a pr imary and secondary point  of
contact  to act  as a liaison w ith the SISO.  The agency point  of  contact  can
be the agency Informat ion Secur ity Of f icer  ( ISO)  or  some other  designee.
See Informat ion Secur it y Policy,  Appendix B for  Roles and Responsibil it ies
of  the ( ISO) .

4.4 Users

All informat ion system(s)  users are responsible for  understanding their  role and
complying w ith agency incident  handling procedures.  Users must  immediately repor t
suspicious act ivit ies to their  manager  and/or  agency or  State of  Nebraska HelpDesk
and fully cooperate w ith personnel tasked w ith resolving the incident .

5.  Related Documents

5.1 NITC 8-RD-01 :  Secur it y Of f icer  Inst ruct ion Guide

5.2 NITC 8-101 :  Informat ion Secur it y Policy

6.  References

6.1 Nat ional Inst itute Standards and Technology (NIST )  Special Publicat ion,
800-61 ,  “Computer  Secur it y Incident  handling Guide. ”  (ht tp: / /csrc.nist .gov/publicat ions
/nistpubs/800-61/sp800-61.pdf ) .

 

Attachment  A:  Incident  Response Form (Word Document )

Attachment  B:  [Link to be added]

Attachment  C:  Incident  Handling Lifecycle
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