Agency IT Disaster Recovery Plan

Standard Content – Hints & Clues or Recommended Content

AGENCY DISASTER RECOVERY PLAN
STANDARD CONTENTS

RECOMMENDED PRACTICES

Created: 05/xx/2006

Revised: xx/xx/2xxx
Agency IT Disaster Recovery Plan – Recommended Information Contents 
This plan contains the information to facilitate the proper and timely recovery of Information Technology Operations following the occurrence of an adverse event (disaster). The purpose of this document is to help ensure that the proper information is included in an Agency’s IT Disaster Recovery Plan. It is not the intent to prescribe the format that the information is presented, only what information should be in the plan contents. The intent is that in the event that an agency’s IT Staff were totally incapacitated a third party, using this document, could help restore the agency’s IT function.

The major categories of content are (in no particular order):

(
Agency Head Approval Signature Page
(
Assumptions
(
Agency IT Organizational Structure

(
Agency IT ICS

(
Agency IT Hardware

(
Agency IT Software

(
Agency Business Locations

(
Agency Data Communications

(
Agency Data

(
Agency Plan Methodologies and Scenarios
(
Agency Plan Exit Points and External Dependencies
The following sections describe in more detail each of the categories listed above.

Agency IT Disaster Recovery Plan – Agency Head Approval Signature Page
This page contains the signature and date indicating agency approval of the plan by the agency head or designate person.
Agency IT Disaster Recovery Plan – Assumptions
This content is to document the assumptions that were made as the Agency Disaster Recovery Plan was developed. It may point out what was not covered or other organizations responsibilities. The assumptions should address both ‘internal’ and ‘external’ factors.

Agency IT Disaster Recovery Plan – IT Organizational Structure
This content is to document the agencies Information Technology Organizational structure. This should document staffing, reporting structure, responsibilities, and the knowledge, skills and abilities of the organization’s staff. This content can contain both a graphical organization chart and/or a narrative that describes the agency’s Information Technology organization. 

Graphical

If you chose to include a graphical depiction of your agency’s IT organization you must decide to what level the organization chart will be drawn. A couple of examples are attached that depict the two extremes.

(
High level chart (attachment 1)

This shows the major organization sub-functions.

(
Detailed Chart (attachment 2)

This shows the individuals and the managerial/supervisor hierarchy.

Narrative

A narration should be included that contains the following:
( Individual Staff Roles and Responsibilities
This documents each and every role(s) and responsibilities each employee is assigned. It also documents the knowledge, skills and abilities needed. (See attachment 3 for examples)

( IT Organization Functions
In general what the functions the IT organization is responsible for accomplishing for the agency.

( Relationship with Outside Entities

In general this describes the relationship with other organizational entities.

Agency IT Disaster Recovery Plan – IT Incident Command Structure (ICS)
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This content is the list of people who perform IT functions. This must be consistent with the Agency’s Incident Command Structure (ICS) as described in the Agency Continuity of Operations Plan (COOP), if one has been prepared. The IT ICS has the following roles:

Command – The person who has the authority and responsibility of defining the recovery objectives and directing the overall recovery from an event.

Operations – The person who has the authority and responsibility to direct the tasks necessary to accomplish the objectives, using the planned strategy.

Planning – The person who has the authority and responsibility to develop the initial recovery plan and communicate subsequent revisions of to the plan as conditions change.

Logistics – The person who has the authority and responsibility to obtain/provide the assets, both human and equipment, necessary to accomplish the recovery.

Finance/Administration – The person who has the authority and responsibility to obtain and expend funds necessary to accomplish the recovery and supply administrative support as needed.

A related set of information, the IT Call Down List, must also be prepared and included in the plan.

Agency IT Disaster Recovery Plan – Hardware
This content will document the information technology related hardware currently being used by the agency.

It is recommended that the content be as follows: 

+
Equipment Description

-
This can range from a generic description as desktop PC, application server, to a detailed description of brand-model-features, components, etc.
+
Equipment Location
-
This can range from a simple address to a detailed description of address, floor, room, and individual.
Other information that can be included: 

+
The software currently loaded on personal computers or servers.

+ Any special configuration, customization notes concerning the equipment.
Agency IT Disaster Recovery Plan – Software
This category’s content will document the information technology related software (applications) currently being used by the agency. 

It is recommended that the content be separated in to three subcategories: 

+
In-house developed applications

-
Information for this sub-category should be the application title, brief description of the application and who is the primary application development contact.

-
Other information that could be included are the location of source code, documentation (user and system) location, special notes, etc.

+
Third party custom developed applications

-
Information for this sub-category should be the application title, a brief description of the application, the company name, and the address of the company that developed the application, company contact information, and the applications primary contact within the agency.

+
Custom Off-the-shelf (COTS) products

- Information for this sub-category should be the product name, company that owns the product, the number of licenses purchased, and any other information concerning the product.
Agency IT Disaster Recovery Plan – Business Locations
This content is intended to identify all the different sites that the agency has personnel and/or IT assets. At a minimum the location should be identified and would include the street address, city, and state or other location data as necessary.

Other information that could be included is (but not limited to) building manager name and phone number, floor diagrams, IT staffing at the site, etc.

Agency IT Disaster Recovery Plan – Data Communications
The data communications content includes information on agency network infrastructure in general and specifically at each business location.  It will normally include information on network topology, quantity and type of network equipment (make model and size), security implementations, number of active data ports, wiring configuration, type of wide area network connection, type of broadband connection, Broadband ISP name, Network equipment supplier company names and contacts, DAS-DOC contacts.    

Agency IT Disaster Recovery Plan – Data
This content is to address the electronic data stored and maintained by the agency. 

It may contain contact information on people who perform the following job functions:


+
The individual(s) or organization with ultimate responsibility for the data.

+
The individual(s) responsible for providing security and managing backup procedures.

+
Individuals responsible for providing changes or additions to the data.

+
Individuals requiring access to the data.
 It also may include information about the data stored which includes:


+
Database Management System used (DB2, Oracle, MS SQL Server, etc.).


+
Files storage type (VSAM, ISAM, etc.).


+
Software dependencies (software without which would render the data useless).


+
Disk space requirements.


+
Storage location of the data (PC, Server, AS/400, mainframe, etc.).

It should also document information regarding backup procedures:


+
Backup software and processes used.


+
Location of the backup media.


+
Information necessary to restore from backup media.


+
Database, table or file recovery process(es).

Other items that may be included 


+
A general description of the data and its usage.


+
Security controls used.


+
Confidentiality requirements.


+
Information needed to access encrypted data.

Agency IT Disaster Recovery Plan – Agency IT Methodology and Scenarios
This content is intended to document the methodologies or processes to be used in the recovery from an event. It is assumed that the level or severity of the incident will affect the methodology so several may be needed. This documentation should be presented at a high enough level to be flexible but detailed enough to guide a person from outside the agency’s IT area to implement the plan.

Agency IT Disaster Recovery Plan – Agency IT Plan Exit Points & Outside Dependencies
This content is intended to document where in the IT Disaster Recovery Plan that organizations outside the agency are involved (exit points) and what the dependencies are from organizations outside the agency (governmental and private).

Attachment 1
IT Organization Chart – High Level
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Attachment 2

IT Organization Chart – Detailed Level
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